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(5 7) Abstract: 

PROBLEM TO BE SOLVED: To provide a technique with 
which security cab be secured, reinforced and smoothly 
executed when a manager wants to perform a 
maintenance from a remote place. 
SOLUTION: This method generates a signal enabling a 
server 10 which provides the clients with a service to 
initiate a system maintenance requested by a manager C 
in a remote place in order to initiate connection for the 
maintenance by the manager C in a remote place. The 
method includes an initiation reception process which 
receives a maintenance initiation signal different from an 
ID and a password, an arithmetic operational process for 
corresponding a telephone number of the manager C 
based on telephone numbers that are registered and 
stored in advance in a host computer 1 1 and the 
received maintenance initiation signal, and a connection 
initiation process for initiating a connection to the 
manager C with the telephone number of the manager C 
whose correspondence is established based on the 
arithmetic operational process. 
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* NOTICES * 

JPG and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated- 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A server which is provided with the following and characterized by forming an 
originating port so that connection with an administrator can be made using an administrators 
telephone number and which provides service for a client via a communication line. 
From a place in which a server is installed, it is a device for starting connection for a 
maintenance of an administrator of a physically distant remote place, Have a receive port, a host 
computer, and an originating port, and a receive port, A memory measure which is provided with 
a reception means for receiving a maintenance start signal for starting a system maintenance 
from an administrator, and a host computer registers an administrator's telephone number 
beforehand unlike ID and a password, and memorizes said maintenance start signal. 
A calculating means to which an administrator's telephone number is made to correspond from 
an input signal which a reception means received. 

[Claim 2]A maintenance start signal two or more administrators including an administrator 
recognition signal to identify a memory measure of a host computer, A system maintenance start 
device of the server according to claim 1 having registered two or more an administrator's 
telephone numbers beforehand, and forming a calculating means so that a telephone number of 
an administrator corresponding to an administrator recognition signal of a maintenance start 
signal may be made to correspond. 

[Claim 3]A system maintenance start device of the server according to claim 1 or 2 making a 
receive port into an administrative port of a telephone number different from a client slack user. 
[Claim 4]A system maintenance start device of the server according to claim 1 or 2 making a 
receive port into a port for reception of the same thing telephone number as a client slack user. 
[Claim 5]In a method for starting connection for a maintenance of an administrator of a remote 
place in a server which provides service for a client via communication, A start receiving process 
which receives a maintenance start signal which is a signal for starting a system maintenance 
from an administrator, and is different from ID and a password, An arithmetic process to which a 
host computer makes an administrator's telephone number correspond from a telephone number 
of an administrator who registers beforehand and memorizes, and a received maintenance start 
signal, A system maintenance start method of a server including a starting connection process of 
starting connection with an administrator in a telephone number of an administrator 
corresponding according to the arithmetic process. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[The technical field to which an invention belongs] This invention relates to the art for a system 
maintenance start, and the art concerning a ****** system maintenance in security in more 
detail. 
[0002] 

[Description of the Prior Art]Aithough the maintenance of the server which provides service for 
a client via communication is performed by usually connecting an administrator terminal using 
LAN etc, in a server, there is to carry out from a remote place for the sake of an administrator s 
convenience. In that case, it must prevent from accessing the field which an administrator 
accesses by the usual client (user) from the standpoint of the security of a system. 
[0003]As a means for the security of the above systems, conventionally, the following means had 
a stage and were adopted. If the access permission of an administrator and a user is changed in 
the first place and ID and the password for the maintenance of a system are not used for it, it is 
a means to prevent from accessing up to the field for the maintenance of a system. 
[0004]It is a means to plan security by the telephone number which is not released [ second ] by 
making a user and the object for the maintenance of a system separate in an access port 
(telephone number). Security is strengthened in hardware. It is a means to use what is called a 
callback modem for the third. That is, an administrator decides to receive a call-back from the 
server side, when maintaining a system. 

[0005]They are the fourth PHS and a means using the notice of a numbering item of an ISDN 
circuit. For example, it decides that it uses a specific ISDN circuit in maintaining a system, and 
when there is no specific notice of a numbering item from the ISDN circuit, it prevents from 
performing access for the maintenance of a system. The four above-mentioned means are 
combinable suitably. 
[0006] 

[Problem(s) to be Solved by the Invention] However, there were the following problems in the 
above™mentioned art. First, when ID, a password, and the telephone number for a maintenance 
are revealed, it can access unlawfully for the first and the second means. When a telephone 
number is revealed, the third means has an administrative port taken up and transmission may 
become impossible [ the means 1 

[0007]The fourth means has the problem that the maintenance by an administrator cannot be 
performed to use the general telephone line which cannot send the notice of a numbering item. 
There is the issue which this invention should solve in providing the art which can be performed 
smoothly, securing and strengthening security, when an administrator wants to perform a 
maintenance from a remote place. 

[0008]Here, claim 1 thru/or the purpose of the invention according to claim 4 are to provide the 
system maintenance start device of the server which can be performed smoothly, securing and 
strengthening security, when an administrator wants to perform a maintenance from a remote 
place. The purpose of the invention according to claim 5 is to provide the system maintenance 
start method of the server which can be performed smoothly, securing and strengthening 
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security, when an administrator wants to perform a maintenance from a remote place. 
[0009]By use of the patent information database according the art which solves the above- 
mentioned technical problem to CD-ROM beforehand, patent application and application for 
utility model registration were investigated by the following search formulas, and, as a result, 20 
patent application (zero application for utility model registration) was extracted, 
search formula : — login * remoteness * telephone * security * pipe ** — among the 20 affairs, 
although Japanese Patent Application No. No, 279082 [ seven to ] etc. were examined, the same 
solving means as the invention in this application was not able to be discovered. 
[0010] 

[Means for Solving the Problem]This invention is for attaining the above-mentioned purpose, 
(Claim 1) In a server (10) to which the invention according to claim 1 provides service for a 
client (users A and B) via a communication line (for example, telephone line 20), From a place in 
which a server (10) is installed, it is a device for starting connection for a maintenance of an 
administrator (C) of a physically distant remote place, Have a receive port (12 or 13), a host 
computer (1 1), and an originating port (15), and a receive port (12 or 13), Have a reception 
means for receiving a maintenance start signal for starting a system maintenance from an 
administrator (C), and said maintenance start signal, Unlike ID and a password, a host computer 
(11), Have a memory measure which registers an administrators telephone number beforehand 
and memorizes it, and a calculating means to which an administrator's (C)'s telephone number is 
made to correspond from an input signal which a reception means received, and an originating 
port (15), It is a system maintenance start device of a server forming so that connection with an 
administrator (C) can be made using an administrator's (C) T s telephone number. 
[00l1](Term explanation) "Maintenance start signals" is a signal transmitted, for example after 
starting access with ID and a password, a sign sentence, a cryptogram which were beforehand 
specified in an E-mail, etc. When a sign sentence in an E-mail is adopted, while contributing to 
security strengthening, a burden on hardware to a system and software is small, and ends. 
[001 2] (OPE RATION) When an administrator (C) tries to perform a maintenance of a server (10) 
from a remote place physically distant from a place in which a server (10) is installed, first, 
access is started using ID and a password and a maintenance start signal is transmitted apart 
from these ID and a password. A receive port (12 or 13) receives the maintenance start signal. 
[001 3] A host computer (11) specifies a telephone number of an administrator who made a 
memory measure memorize by a calculating means. And it connects with an administrator (C) 
from an originating port (15) using the telephone number Then, the administrator (C) can start 
criminal investigation for a maintenance, According to the system maintenance start device 
concerning this invention, even if ID and a password are revealed, if a maintenance start signal is 
not revealed, security that a system in connection with a maintenance of a server cannot be 
accessed is securable. 

[0014]Since an administrator's (C)'s telephone number is registered beforehand and he is trying 
for the system side to call to the telephone number, Since a maintenance of a server cannot be 
performed unless it is from an administrator s (C)'s registered telephone number, it can protect 
from destruction of a system by a person with bad faith, etc. Even if an administrator's (C)'s 
telephone is a case where a general telephone line which cannot send a notice of a numbering 
item is used, a maintenance by an administrator (C) can be performed. 

(Claim 2) The invention according to claim 2 limits a system maintenance start device of the 
server according to claim 1, and a maintenance start signal, Including an administrator 
recognition signal which identifies two or more administrators, a memory measure of a host 
computer (1 1) carried out two or more (C, D) registration of an administrator's telephone number 
beforehand, and it formed a calculating means so that a telephone number of an administrator 
(C, D) corresponding to an administrator recognition signal of a maintenance start signal might be 
made to correspond. 

[0015](Term explanation) An administrator identification number and a maintenance start signal 
are explained. For example, when a maintenance start signal is decided to be "MAINTAIN" 
*" ("*" is a natural number of 1 figure here), becomes an administrator recognition signal. 
(Operation) For example, are a case where a maintenance start signal is decided to be 
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"MAINTAIN-*" ("*" is a natural number of 1 figure here), and it is assumed that "MAINTAIN-1" 
has been sent as a maintenance start signal, It is assumed that the administrators' C and D 
telephone number is memorized beforehand at a memory measure of a host oomputer (1 1). A 
calculating means is made to correspond to the administrator's C telephone number from 
administrator identification number slack "*=1 " 

[0016]Since a memory measure of a host computer (11) has carried out two or more (C, D) 
registration of an administrator's telephone number beforehand, Rather than a case where only 
one person is registered, an administrator can lower probability that the situation where a 
maintenance by an administrator (C f D) cannot be performed when a maintenance of a system is 
needed will occur. 

(Claim 3) The invention according to claim 3 limited a system maintenance start device of the 
server according to claim 1 or 2, and a receive port was made into an administrative port (13) of 
a telephone number different from a client slack user (A, B). 

[001 7]a receive port — a client — since it was considered as an administrative port (13) of a 
telephone number different from a user (A, B) — ID, a password, and a maintenance start signal 
— in addition, a telephone number of an administrative port (13) is required, and security can be 
strengthened. 

(Claim 4) The invention according to claim 4 limited a system maintenance start device of the 
server according to claim 1 or 2, and a receive port was made into a port for reception (for 
example, port 12 for users) of the same thing telephone number as a client slack user (A, B). 
[0018](OPERATION) Since many user ports are generally set up even if it is going to engage in 
interference which it continues telephoning and tries to take up a port, since a receive port was 
made into a port for users (12) of the same thing telephone number as a client slack user (A, B), 
it is difficult. Therefore, a possibility of blocking a maintenance becomes low. 
(Claim 5) In a server (10) which provides service for a client via communication, In a method for 
starting connection for a maintenance of an administrator (C) of a remote place, A start 
receiving process which receives a maintenance start signal which is a signal for starting a 
system maintenance from an administrator (C), and is different from ID and a password, An 
arithmetic process to which a host computer (1 1) makes an administrator's (C)'s telephone 
number correspond from a telephone number of an administrator who registers beforehand and 
memorizes, and a received maintenance start signal, A starting connection process of starting 
connection with an administrator (C) in a telephone number of an administrator (C) 
corresponding according to the arithmetic process was included. 

[0019](OPERATION) In a start receiving process, since a different maintenance start signal from 
ID and a password is needed, even if ID and a password are revealed, if a maintenance start 
signal is not revealed, security that a system in connection with a maintenance of a server 
cannot be accessed is securable, 

[0020]Since an administrator's (C)'s telephone number is registered beforehand and he is trying 
for the system side to call back the telephone number, Since a maintenance of a server cannot 
be performed unless it is from an administrators (C)'s registered telephone number, it can 
protect from destruction of a system by a person with bad faith, etc. Even if an administrator's 
(C)'s telephone is a case where a general telephone line which cannot send a notice of a 
numbering item is used, a maintenance by an administrator (C) can be performed. 
[0021] 

[Embodiment of the Invention]Hereafter, this invention is explained in more detail based on an 
embodiment and a drawing. The drawings used here are d rawi ng 1 thru/or drawing; 2. Dr a wi ng 1 is 
a key map showing a first embodiment of the invention in this application. D rawing 2 is a key map 
showing a second embodiment of the invention in this application. 

(A first embodiment) In the server 10 which provides service for the user A via the telephone 
line 20 used for being shown in drawing 1 as a means of communication, From the place in which 
the server 10 is installed, it is a system for starting the connection for a maintenance of the 
administrator C of the physically distant remote place. 

[0022]The server 10 is equipped with the port 12 for users, the host computer 11, and the 
administrative port 15 only for dispatch. In the port 12 for users, when ID and a password 
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(password) gather, the server 10 starts service to the user A. In order that the administrator 
slack administrator C may maintain a system also in the physically distant remote place, for 
example, a house, he registers the telephone of the house concerned into the memory storage of 
the host computer 1 1 beforehand, and makes it memorize from the place in which the server 10 
is installed. The administrator C decides on the maintenance start signal for starting a 
maintenance apart from ID as conditions for access to the server 10, and a password, registers 
with the memory storage of the computer 1 1 , and makes it memorize. 

[0023]It is considered as the sign sentence beforehand specified in the E-mail as a maintenance 
start signal. Specifically, suppose that the half-width capital letter "MAINTAIN" is typed to the 
title line of an E-mail, for example. Thus, when making a maintenance start signal into the sign 
sentence in an E-mail, while contributing to security strengthening, the burden on the hardware 
to a system and software is small, and ends. 

[0024]When a maintenance start signal is received in the port 12 for users via an E-mail, the 
host computer 1 1 extracts the telephone number of the administrator C corresponding to the 
administrator's C ID and maintenance start signal by a calculating means. And a telephone line is 
connected using a modem, telephoning the administrator C. In this stage, the administrator C can 
start a maintenance. 

[0025] According to this embodiment, even if ID and a password are revealed, if a maintenance 
start signal is not revealed, the security that the system in connection with the maintenance of a 
server cannot be accessed is securable. The administrator's C telephone number is registered 
beforehand and he is trying for the system side to call back the telephone number, Therefore, 
since the maintenance of a server cannot be performed unless it is from the administrator's C 
registered telephone number, even if a maintenance start signal is revealed, a person with the 
bad faith which obtained the signal cannot do direct access to a system, but can protect from 
destruction of a system, etc. 

[0026]Even if the administrators C telephone is a case where the general telephone line which 
cannot send the notice of a numbering item is used, the maintenance by the administrator C can 
be performed. 

It explains based on drawing 2 about (a second embodiment), then a second embodiment. 
Differing from a first embodiment is the following two points. 

[0027]The first point is a point of having formed the administrative port 13 for reception for the 
port which telephones the server 10 side, when an administrator maintains. That is, the 
administrator uses the administrative port 13 of the telephone number by which general 
publication is not made to the general users A and B accessing the port 12 for users. Thus, the 
telephone number serves as a tool for security strengthening added to ID, the password, and the 
maintenance start signal by using the administrative port 13 for exclusive use. 
[0028]The second point is a point which made plurality the administrator telephone number 
beforehand registered into the host computer 11 while including the administrator recognition 
signal which identifies two or more administrators in a maintenance start signal. That is, the 
calculating means of a host computer makes the telephone number of the administrator 
corresponding to the administrator recognition signal of the maintenance start signal correspond. 
The maintenance start signal is decided to be "MAINTAIN-*" ("*" is a natural number of 1 
figure here), and, specifically, becomes an administrator recognition signal. It is set that they 
are made to correspond to the administrator's D telephone number when an administrator 
identification number is "1" and calculating means are the administrator's C telephone number, 
and "1" 

[0029]Since it has the above composition, an administrator can lower the probability that the 
situation where the maintenance by an administrator cannot be received from the case where 
only one person is registered when the maintenance of a system is needed will occur. When a 
comparatively big scale needs to be maintained, the administrators C and D are able to maintain 
simultaneously. 

[0030]Although it contributes to security strengthening, when the telephone number of the 
administrative port 13 for exclusive use is revealed, interference which continues telephoning the 
administrative port 13 concerned and closes it in it cannot be coped with. In that respect, since 
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a first embodiment does not have an exclusive port but many user ports are provided on the 
other hand, be hard to do interference which it continues telephoning and closes it. 
[0031] A maintenance start signal and an administrator recognition signal are made into a 
separate signal, and when a maintenance start signal is received, it may be made to recognize an 
administrator identification number in this embodiment, although explained having included the 
administrator recognition signal in the maintenance start signal. 

(Variation) In order that the administrators C and D may start the connection for a maintenance 

from the setting position of the server 1 0, or places other than a house t the number of an 

administrator's cellular phone may be beforehand registered into the host computer 1 1 . It is 

because the invention in this application does not need an ISDN circuit. 

[0032] Since security is strengthened further, naturally it is possible to combine suitably the 

means used conventionally. For example, neither a password nor a maintenance start signal is 

fixed-ized, but it may be made to change it into a commuter's ticket or stage amphiboles. Since 

the administrative port 15 will be only for dispatch if it is made for especially the change to 

transmit to the administrator G from the administrative port 15, it contributes to security 

strengthening. 

[0033] 

[Effect of the Invention]According to claim 1 thru/or the invention according to claim 4, the 
system maintenance start device of the server which can be performed smoothly was able to be 
provided, securing and strengthening security, when an administrator wants to perform a 
maintenance from a remote place. According to the invention according to claim 5, the system 
maintenance start method of the server which can be performed smoothly was able to be 
provided, securing and strengthening security, when an administrator wants to perform a 
maintenance from a remote place. 



[Translation done.] 
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